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1 Introduction

1.1 Groupware and Archiving

These days, email systems are an important pillar of internal and external corporate communi-
cation with success-critical significance—also in legal terms. As a result of this, a growing num-
ber of email users are becoming critical of the reliability, availability, and performance of email
systems. Within this framework archiving of email and groupware content has become recog-
nized as a vital resource to ensure continued operations.

Unfortunately, most tool providers and software manufacturers do not fully appreciate this ne-
cessity, which gives email archiving experts an interesting technology lead.

But now the field of archiving experts is becoming differentiated. While email archiving still
means a technological lead for most providers and users, GROUP Business Software AG,
based in Karlsruhe, Germany, has taken the next step forward: This step does not just involve
email or groupware archiving, rather, this type of archiving must be streamlined and rationalized
on the basis of a sober judgment according to economic criteria. One major factor here is the
process-oriented integration of email archiving into the company’s routines and this is where
GROUP Business Software AG has created a benchmark with its product Store.

With Store for Microsoft Exchange we connect your Microsoft Exchange® world with your arc-
hive/filing systems.

1.2 Short Overview of Store for Microsoft Exchange®

Archiving
of Exchange messages and file attachments
rule-based (server-based) according to configured criteria
manual, including the possibility of entering additional index values
automatic conversion of text and file attachments in PDF or TIFF format
single-instance archiving of file attachments that have been sent several times
exclusion of certain file attachments (mp3, avi ...) before archiving

Retrieval
optional synchronous/asynchronous retrieval of stub messages1 via a double click
synchronous archive querying from MS Outlook Client without Archive Client in-
stallation

Deleting Exchange messages

multi-level removal of archived message content
(Example: 1. File attachment => 2. Message text => 3. Complete message)

1Stub messages are messages from which file attachments and content have been removed after archiving and

are, at the same time, references to the archived information
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PST Import
Offline cache (make archived documents available offline)
Access via Outlook Web Access from Exchange 2000

Statistics and evaluation functions

1.3 Email Needs an Archive

Resolving security, performance, and availability problems in the email and groupware area is
easier than you might think. There are many reasons for archiving electronic mail in the same
way that this has been done with traditional paper documents or more recently, with electronic
documents.

Reasons that this has not been done with email and groupware before may be that this com-
munication medium is still too new and has no long tradition of use and handling, and also, in
many cases, it was not taken all too seriously in the beginning.

But the necessity of this step cannot be ignored. The use of professional archive systems re-
lieve operative systems and reduce costs, especially by:

limiting hardware requirements

reducing system-administrative effort, e.g. for backups, groupware/email system
support

faster access as a result of higher system performance

A tailor-made system exists for connecting the most commonly used email and groupware sys-
tems to the leading archive/filing systems: Store. Email and groupware content that is archived
in archive/filing systems creates security:

In the event of system failures damage is minimized. With Store you can retrieve
content—with minimum effort, as content archiving can run automatically

Email and groupware system performance increases, as content that is no longer
current is moved to the archive. But employees can retrieve the content from the
archivef/filing systems at the press of a button.

The use of archive/filing systems integrates email and groupware into the archive’s
security and availability mechanisms.

2 Store Functions

2.1 Outlook Client extension

By extending the client, the menu bar and menu are each optionally extended by 4 commands.
This allows quick access to the archive/filing system.
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Archive message(s)

ok

Marks selected messages for archiving

Request message(s)

W

Retrieves the original messages for the selected stub messages via the arc-
hived information (asynchronous)

Retrieve message(s)

b

Retrieves the original message from the archived information via a double click
(synchronous)

Archive query

&

Makes an archive query via user dialog
The result is shown in a hit list. You can request for messages in the hit list to
be retrieved

2.2 Archive Messages

Archiving can be manual or automatic. The automatic archiving function can be enabled by the
administrator and, at the same time, users can be provided with the manual archiving function.

In automatic archiving messages are marked in relation to the configuration parameters.
For manual archiving users mark the message to be archived as required.

The archiving service carries out the actual archiving on the basis of the marked message. Arc-
hived messages whose stubs remain in Exchange can be recognized by the CD icon in the
mailbox folders.

* 01| | From | Subject

=l Date: Today

=4 1 Lara Luftig Mew Technology Approach
-] W Lara Luftig Project Store
) Laraluftig  Invoice

=] Date: Last Week

(=4 10l Skore
N
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2.3 Retrieve Messages

To retrieve messages, mark the corresponding stubs. This can be done via the specific menu
and menu bar entries (asynchronous). To retrieve a single message it is enough to double click
the stub (synchronous).

Retrieval is carried out automatically by the archiving service. This allows access to messages
that were left as stubs in Exchange. Retrieval is carried out in the original mailbox folder.

To retrieve the message that has been completely deleted in Exchange, use the “Archive query’
function.

2.4 Archive Query

If archived messages have been completely deleted in Exchange (corresponding administrative
setting), retrieval is carried out via a qualified search. Users formulate their archive query via a
dialog that is integrated in the system. A hit list is created in the search results. Users mark the
required message(s) for retrieval.

Retrieval is carried out in the original folder of the respective message.

2.5 PST Import

In PST Import all messages are imported and archived once from a PST file. When the import
has been completed successfully, the PST file is deleted. PST Import is a semi-automatic
process. Before importing PST files, you must determine which PST files exist in the system. In
especially large environments this is not necessarily obvious, as there is no directory containing
all PST files. Therefore, Store executes an automatic recognition process and creates a list of
all PST files that are used by Store users. The recognized PST files are listed in a view. The
administrator can then generate the import jobs for one or more PST files.

2.6 Complete "Outlook Web Access” Support

When Outlook Web Access is used with Exchange 2000/2003, the functions "Archive”, "Re-
trieve", and "Archive query" are available in the browser.
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3 Operation Mode

A request (Archive, Retrieve, Query, Delete) can

\{g ﬁ ::‘ be generated from the Client (manual request)

-l j or from the Store server (automatic request). All
e requests are stored on the Exchange server in
Microsoft Exchange Microsoft special public folders.
Server Qutlook, _
Archive requests are processed by the Store
server. This moves the messages from the Ex-
I change server to the archive/filing system or
back again.
iQ.Suite Store Server

!

Archive/Filing System

3.1 Store Server Services

The archiving service runs on a Windows NT or Windows 2000 server. This could be the Ex-
change server but it is recommended that a separate server is used. Its tasks include:

The Store archiving agents check whether messages have to be archived at defined intervals
(recommended are times when the MS Exchange server has its lowest load). If this is the case,
they prepare these for archiving and trigger an archiving request.

The archiving service takes over all pending archiving and retrieval requests in an event-
controlled manner. Retrieval requests always have the higher priority.

Successfully archived messages are marked accordingly.

Then all archived and retrieved messages are checked to ensure that the conditions for deleting
which are specified in the configuration are fulfilled. If this is the case, they are removed from
the Exchange server.

To check the archiving procedure, log entries are generated for each procedure. These can be
viewed in the logs section of the administration program.
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4

Administration

4.1 Administration Program

The administration program is a separate application which is installed, for example, on the ad-

ministrator's desktop computer or directly on the Store server.

With the help of the administration program the administrator can configure and monitor the
functions of Store.

.,.-"D=Firsl: Organization/ou=First Administrative Group/cn=Recipients,'c 10| |
File Wiew Insert Requests Tools Help
2R R0 ED N D

i, 5uite Stare For M5 Exchange Tirme | Source | Event :l

-8

=3
B

=@

Configuration

B} Exchange Servers
.Y Archive Servers

E Forms
#4 Public Folders

01, Suibe Store Servers

[y wHITE

6 Current
° Imnpoark
0 Success
Q Failed
ol

P3T Files
@ Detected Files
Import Jobs

Far Help, press F1

@30.11.2005 13123112
@30.11.2005 13:122:55
@30.11.2005 13:122:58
@30.11.2005 13:22:55
@30.11.2005 13:122:55
@30.11.2005 13:122:58
@30.11.2005 13:122:55
@30.11.2005 13:122:57
@30.11.2005 15312257
@30.11.2005 13:122:57
@30.11.2005 15312257
@30.11.2005 13:122:56
@30.11.2005 13122156
@30.11.2005 13122156
@30.11.2005 13:07:37
@30.11.2005 13:07:37
@30.11.2005 13:07:37
@30.11.2005 13:07:37
@30.11.2005 13:07:37
@30.11.2005 13:07:37
@30.11.2005 13:07:37
@30.11.2005 13:07:37

4

Daily Tasks "BLACK"
Daily Tasks "BLACK"
Daily Tasks "BLACK"
Impork "BLACK" #1
Daily Tasks "BLACK"
Daily Tasks "BLACK"
Requests "BLACK" #5
Requests "BLACK" #4
Requests "BLACK" #3
Requests "BLACK" #2
Requests "BLACK" #1
Connections

Palling

Connections
Connections

Daily Tasks "BLACK"
Daily Tasks "BLACK"
Import "BLACK" #1
Requests "BLACK" #5
Requests "BLACK" #4
Requests "BLACK" #3
Requests "BLACK" #2

Starting background processes in 41306 second_l
Starting background processes in 41520 second
Mailbox cache update For server 'BLACK' skippec
Initialized

Mailbox cache update for server 'BLACK' startec
Initialized

Initialized

Initialized

Initialized

Initialized

Initialized

Starting threads for exchange server "BLACK",
Initialized

Initialized

Terminating

Terminating

Mailbox cache update For server 'BLACK' skippec
Terminating

Terminating

Terminating

Terminating

Terminating -
. of

[

4.2 Configuration

The archiving conditions can be set in the configuration part of the administration. There are two
groups of settings: form-based and information storage-based settings.

4.2.1 Form-Based Settings

Form-based settings are used to define the following points:

assignment of a form to an archive document class

conversion settings (which file format should be used for archiving?)

compression settings (should archived text and file attachments also be com-

pressed?)

assignment of Exchange fields to index values

GROUP Business Software AG
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configuration possibilities to force manual index entries before messages are filed in
the archiveffiling system

content of query screen and hit list

21x
Form: Dizplay: IMessage Diocument Clags: IE:-tMaiI
— Format
Archive Entire Meszage as Meszage Body ax File Attachments as;
IMSG Format j IDD not additionally archive j IDD not additionally archive j
[~ Compress [T Compress [ Compress
— Femoral Conversion
Finirunn [auta] and Standard [manual) I.&ttachments j ’7 [ ptians. . |
—Index
Index Column | Index Type | Ewchange Prope... | Ewchange T... | Source | 0. | H... | Dizplay |
KaAlSubject YARCHAR Subject PT_STRINGS  Meszage 1 2 Subject
KAlCreationD ate DATETIME Creation Time PT_SYSTIME Message 2 1 Creation Time
KaAlCreatedBy YARCHAR Creatar PT_STRINGE Meszage 3 3 Creatar
KalPastedD ate DATETIME Submit Time PT_SYSTIME Message 0O 1] Submit Time
KaAlFaldert ame YARCHAR Falder PT_STRINGE  Falder 1] 4 Falder
Mew... Edit... Delete...
—ddwanced
¥ Uze Single Instance drchiving [ Archive external attachments
ak. I Cahicel |

Attachments (MS Office applications) may be converted into the standard formats TIFF or PDF.
This conversion is performed directly during archiving on the server.

4.2.2 Information Storage-Based Settings
(Mailboxes/Public Folders)

Archiving parameters can be stored for public folders. All messages in these folders are arc-
hived according to these settings.

Selection criteria
Archiving intervals
Delete intervals

Access privileges

Manual archiving is still possible even when the automatic functions are enabled. The configura-
tion possibility of archiving exists for the mailboxes, equivalent to the public folders. Here too
you can adjust settings for the following points.
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Selection criteria
Archiving intervals
Delete intervals

Access privileges

You can also enable the manual user functions of Archive, Retrieve, Archive query and PST
Import for Microsoft Outlook®. The automatic archiving functionality remains unaffected.

2
— Exchange
Recipient(z]: ILara Luftig D
—Archiving
V¥ &rchive meszages after ISU days

V¥ &rchive all messages Hestricton,.. |

— Remaorval after Archiving

¥ Attachments IEI daps
[ Message Body IEU daps

[™ Entire Meszage |2T-"D days

— Remorval after Retriewal

¥ Remove parts after |1 il daps

—ddwanced

[™ Enable Realtime Retrisval
[~ Enable Offine Cache Seftings... |

—dction Buttohs

¥ Archive ¥ Fequest Fatrieval
[ &rchive Querny [~ Betrieve
[T Offline Cache

ak. | bare.. | Cahicel

4.2.3 Define Restrictions

Archiving restrictions can be defined in the public folder configuration and in the mailbox confi-
guration. The following settings can be made in a dialog.
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Define Restriction

2%

— Scope of Evaluation

¥ tanual Bequests

— Meszage Properties

Archive only messages matching the fallawing criteria:

[ Minimum Size [Bytes) I‘I 534 [ &ttachment ext, is not

IMF'S, MPG, A

[ Cortains attachments [ Attachment Count max. 100
[ Has been sent ™ FRecipient Count max. 100
¥ Has been read
— Folders
Do not archive meszages in specified folders:
[ Inbox v Outhios [~ Sent ltems ¥ Deleted Items

Do not archive meszages in specified folders: Archive meszages in zpecified folders only:

Enclude Folders | Include Folders

=

=
_

[
— Mailbox

[ Size iz at least |2D tBytes

ak. I tare... | Cancel

The possible settings relate to

the properties of the messages to be archived,
the folders, whose messages are not to be archived,

the size of the mailbox.

4.2.4 Statistics

The STORE server writes statistics for all actions that are carried out. The following parameters

are evaluated:

Number of archiving jobs

The number of archiving jobs that have been performed

Number of retrievals
The number of retrievals that have been performed

Number of deletions
The number of deletions that have been performed

Transfer to archive [MB]

Data quantity that has been transferred from Exchange to the archive in megabytes

Transfer from archive [MB]

Data quantity that has been transferred from the archive to Exchange in megabytes

GROUP Business Software AG www.gbs.com

Page 10



white Hpaper

Total transfer [MB]

Total of the two above data quantities in megabytes

Increase in size [MB]

The amount by which Exchange has grown as a result of retrieving messages in me-
gabytes

Decrease in size [MB]

The amount by which Exchange has decreased as a result of deleting messages in
megabytes

Size balance [MB]

Difference between the two sizes above in megabytes

Total working time [s]

Server time that was needed to process all archive transactions in seconds
Average working time [s]

Average server time that was needed to process one archive transaction in seconds
Total waiting time [s]

Total time between the generation of a search query/retrieval and display of the re-
sult in seconds

Average waiting time [s]

Average time between generation and display of a search query/retrieval in seconds
PST file size [MB]

Data quantity resulting from the import of PST files (only for mailboxes) in megabytes

The statistics data can be output as a csv file via an export interface. The administrator confi-
gures when this statistic should be written and when it should be deleted via the Admin. tool.

.'First Organization/ou=First Administrative Group/cn=Recipients/cn=Store - i).5uite Store A

File Wew Insert Requests Tools Help

=lolx|

2 W (23R

Suite Stare For MS Exchange | Year | Mailbox

‘ Address

| Arc... | Ret... | Del... | Transfer Size Size Change | Working Time (... | Waiting Time (&

[ Configuration EJz005  stare
: % Exchange Servers
P‘E Archive Servers
D Farms
; @ Fublic Folders
EI@ Mailboxes

LB BLack

[=1-#E iQ.5uite Stare Servers

i Q Failed
@ Logs
F3T Files
@ Detected Files
Impart Jobs

0 Imparted

Statistics

.25y Pubilic Folders

fo=First Qrgani... 24 a

29

3.2 MB -2,3MB

0:

| &

1 items

[
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4.3 Installation

The first time the administration application is launched a configuration wizard is executed to
assist the administrator with the initial parameterization. The following variants exist for installa-
tion:

A shared archiving service is installed for several or all Exchange servers. This can be installed
on the Exchange servers or also on other servers.

Each Exchange server can service a separate archive/filing system. It is also possible to use a
shared archive/filing system via different archiving services.

A separate archiving service is installed for each Exchange server. These can be installed on
the Exchange servers or also on other servers.

The connections between the Exchange server, Store server and the filing system are confi-
gured in the administration program connection section. It is possible to configure special arc-
hive/filing systems for specific users, distribution lists, public folders, and forms. This means, for
example, that mailboxes and public folders can be archived in different archive/filing systems.

4.4 Access privilege administration

The Exchange privilege structure remains intact for the archived and retrieved messages. Re-
trieved public messages are created in the original folder with the original access privileges.
This option is also strictly maintained in search queries on the archive/filing system.

4.5 Interfaces

All Exchange components are accessed via the Extended MAPI Interface. This is the most effi-
cient interface to the Exchange server that allows access to all features.

5 System Requirements

Supported Exchange Servers:
Microsoft Exchange Server 2000 Service Pack 3 or higher
Microsoft Exchange Server 2003 Service Pack 2 or higher
Microsoft Exchange Server 2007 Service Pack 1

Installation requirements iQ.Suite Store Server:
Microsoft Windows 2003 Server Service Pack 1

Additional Software:

Microsoft Outlook 2003 Service Pack 1 or higher
Microsoft Outlook 2007 Service Pack 1 or higher

GROUP Business Software AG www.gbs.com Page 12



white Hpaper E

Microsoft .NET Framework 2.0 or higher

For Setup-Features ,Services for MS Outlook 2007“ and ,Outlook Web Access Inte-
gration for Exchange 2007

Microsoft .NET Framework 3.0 or higher

Microsoft Message Queue (MSMQ)
PDF convert: Open Office Version 2.0.2 or higher
To convert to PDF/A Open Office is not necessary

Installation requirements for administration workplace:

It is recommended to run the administration interface on the iQ.Suite Store Server.
Operating system:

Microsoft Windows 2003 Server Service Pack 1 or higher

Microsoft Windows XP Service Pack 1 or higher
Additional Software:

Microsoft Outlook 2003 Service Pack 1 or higher

Microsoft Outlook 2007 Service Pack 1 or higher

Installation requirements for user workplace:
Operating system:
Microsoft Windows XP Service Pack 1 or higher

Microsoft Windows Vista Service Pack 1 or higher (only for iQ.Suite Store Outlook
2007 integration)

Additional Software:
Microsoft Outlook XP Service Pack 3 or higher

Microsoft Outlook 2003 Service Pack 1 or higher

Microsoft Outlook 2007 Service Pack 1 or higher

For iQ.Suite Store Outlook 2007 integration:
Microsoft .NET Framework 3.0 or higher

Microsoft Visual Studio 2005 Tools for Office Second Edition Runtime
Outlook 2007 Primary Interop Assembly

For the installation of iQ.Suite Store Outlook 2007 Add-In local administrative rights
are necessary.

Windows Scripting must be activated on the system to guarantee a successful instal-
lation

GROUP Business Software AG www.gbs.com Page 13
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Installation requirements for iQ.Suite Store integration in Microsoft Exchange Server 2007 Out-
look Web Access (OWA):
Exchange Server:
Exchange 2007 Service Pack 1 Client Access Server Role with installed Rollup 6 for
Microsoft Exchange Server 2007 Service Pack 1

Additional Software:
Microsoft .NET Framework 3.0 or higher

GROUP Business Software AG www.gbs.com Page 14



white Hpaper E

6 About GROUP Business Software

GROUP Business Software is the leading provider of IBM Lotus based solutions and services in
the fields of Email Management and Archiving, Cloud Computing, CRM, Corporate Compliance
and Administration. The GROUP business units offer "Collaborative Business Solutions" to sup-
port companies and end users in their daily work and to simplify business processes.

While competitors only offer partial solutions for collaborative systems, GROUP provides a
comprehensive and harmonized solution portfolio which includes all areas of collaboration. By
integrating GROUP solutions in business processes, companies and organizations achieve their
goals easier, faster and more efficiently.

Competencies

Central: GROUP solutions make it possible to manage and control business-critical process
from a central location, thus relieving both administrative staff and end users in their daily work.
With all users included on a company-wide basis using a server-based system, all of their oper-
ations can be controlled and managed from a central interface.

Uncomplicated: GROUP solutions feature outstanding usability and unmatched efficiency.
While reducing the necessary user interaction to a bare minimum, the server-based solutions
provide intelligent automatisms that contribute to increasing productivity and cost-effectiveness.

Compliant: Centrally defined processes ensure compliance with corporate policies and statuto-
ry requirements. Intuitive configuration options allow to flexibly adapt the solutions used to spe-
cific market requirements, corporate specifications or new laws.

Customers

GROUP is based in Europe and the USA. Companies worldwide rely on GROUP solutions for
the security, organization and efficiency of their systems. GROUP customers include well-
known companies from all over the world, such as Deutsche Bank, Ernst & Young, Honda, Hei-
neken, Allianz and Miele.

For further information please visit www.gbs.com
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© 2010 GROUP Business Software AG

Our product descriptions are of a general and descriptive nature only. They do not stipulate any
specific features nor do they represent any form of warranty or guarantee. We reserve the right
to change the specifications and design of our products without notice at any time, in particular
in order to keep abreast of technical developments. The information contained in this document
presents the topics from the viewpoint of GROUP Business Software AG at the time of publish-
ing. Since GROUP Business Software AG needs to be able to react to changing market re-
quirements, this is not an obligation for GROUP Business Software AG and GROUP cannot
guarantee that the information presented in it is accurate after the publication date. This docu-
ment is intended for information purposes only. GROUP Business Software AG does not extend
warranty for this document, in either explicit or implied form. This also applies to quality, execu-
tion, standard commercial practice or suitability for a particular purpose. All the product and
company names that appear in this document may be trademarks of their respective owners.

GROUP Business Software AG GROUP Business Software Corporation
MesseTurm 40 Wall Street, 33rd Floor

60308 Frankfurt / Germany New York, NY 10005 / USA

Phone: +49 69 789 8819-0 Phone: +1 212 995-2900

Fax: +4969 789 8819-99 Fax: +1212995-2206

GROUP Business Software AG GROUP Business Software (UK) Ltd.
Ottostrasse 4 3 More London Riverside

76227 Karlsruhe / Germany London SE1 2RE / UK

Phone: +49 721 4901-0 Phone: +44 207 206 0001

Fax: +497214901-199

info@gbs.com B RD l I P
www.gbs.com
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