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FAQ

Is the password sent to the same email address?
That is not absolutely necessary. As an alternative, it can be sent to the sender of the WebCrypt

email or to any other defined email address. Or it can be given by telephone.

Is it possible to configure the complexity of the password?

Yes, regarding the use of capital letters and the length, for example.

Is it possible to save the WebCrypt email in Outlook?

Only in its original encrypted form, that is, as an encrypted attachment.

Can the email be stored outside of the mail client?
Yes, locally in the file system via the WebCrypt interface. Also separately as a zip file or

attachments.

Is the email unencrypted when it is stored locally (in the file system)?

Yes, however, it is not stored as the original email (see previous question).

Can the language be selected in advance for all recipients?

Yes, the configuration options are German and English.

Can archived emails be viewed by auditors?

The sender can do this with the iQ.Suite archiving solutions.

Are file attachments also encrypted?

Yes.

Is it possible to attach files to the reply email? Or is it possible to work on the attachment and then
reply?

Attachments are possible, as is using modified attachments.

Is the reply to a WebCrypt email unencrypted?
The reply is protected with TLS-Connect or SSL.

Are performance problems likely to arise if the SQL database is not installed on the WebCrypt
server?

We are not aware of any problems.

Which ports need to be enabled externally on the WebCrypt server?
Externally, only 443, https TLS is required.

Which version of SQL is used?
The following databases are currently supported: MySQL 5.1, MS SQL 1.2, Oracle 10.2, Postgre

8.2. Additional driver packages can be installed if required.
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The WebCrypt server is located in a DMZ. Can that only be implemented in the user's own data
centre?
The solution can also be hosted as an alternative. We have the appropriate scenarios and have

already implemented this.

How do customers send me secure emails?
Via a reply to the original WebCrypt email. There are currently plans to allow customers to send

the first email securely.

How should the WebCrypt server be scaled? How many users make it worth having more than
one server?

That depends on the type and quantity of the emails sent, particularly the bandwidth and/or the
size of the attachments. This can be clarified in the introduction to the solution. It is also advisable
to have more than one WebCrypt server to improve availability of the system or to enable load

distribution.

Is it possible to integrate WebCrypt on the same Notes server?

Only if the Notes server runs on Linux.

How does licensing work?

On the basis of the mail system users or the number of emails.

Can emails sent to the DMZ be encrypted?

The connections are generally protected at all times (https, SSL, TLS).

How has WebCrypt been implemented in the banking environment?
Please see this user report for some helpful information:

www.gbs.com/share/pdf/references/en/SuccessStory SK Rhein-Nahe en.pdf

Does the WebCrypt backup contain the database or just the configuration?
It can be configured, where the database, Cl adjustments and system data are concerned, for

example.

Is it a problem to encrypt emails with umlaut characters?
No.

Are emails always sent with the same sender address?

No, it is always possible to see individual senders.

Are all the emails from a user automatically encrypted, or can the sender choose?

The iQ.Suite rules allow this to be a flexible setting. For example, users can also control this with

a code word in the subject line of the email.
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About GROUP Business Software

GROUP Business Software is the leading provider of IBM Lotus based solutions and services in
the fields of Email Management and Archiving, Cloud Computing, CRM, Corporate Compliance
and Administration. The GROUP business units offer "Collaborative Business Solutions" to
support companies and end users in their daily work and to simplify business processes.

While competitors only offer partial solutions for collaborative systems, GROUP provides a
comprehensive and harmonized solution portfolio which includes all areas of collaboration. By
integrating GROUP solutions in business processes, companies and organizations achieve their
goals easier, faster and more efficiently.

Competencies

Central: GROUP solutions make it possible to manage and control business-critical process
from a central location, thus relieving both administrative staff and end users in their daily work.
With all users included on a company-wide basis using a server-based system, all of their
operations can be controlled and managed from a central interface.

Uncomplicated: GROUP solutions feature outstanding usability and unmatched efficiency.
While reducing the necessary user interaction to a bare minimum, the server-based solutions
provide intelligent automatisms that contribute to increasing productivity and cost-effectiveness.

Compliant: Centrally defined processes ensure compliance with corporate policies and
statutory requirements. Intuitive configuration options allow to flexibly adapt the solutions used
to specific market requirements, corporate specifications or new laws.

Customers

GROUP is based in Europe and the USA. Companies worldwide rely on GROUP solutions for
the security, organization and efficiency of their systems. GROUP customers include well-
known companies from all over the world, such as Deutsche Bank, Ernst & Young, Honda,
Heineken, Allianz and Miele.

For further information please visit www.gbs.com
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Our product descriptions are of a general and descriptive nature only. They do not stipulate any
specific features nor do they represent any form of warranty or guarantee. We reserve the right
to change the specifications and design of our products without notice at any time, in particular
in order to keep abreast of technical developments. The information contained in this document
presents the topics from the viewpoint of GROUP Business Software AG at the time of
publishing. Since GROUP Business Software AG needs to be able to react to changing market
requirements, this is not an obligation for GROUP Business Software AG and GROUP cannot
guarantee that the information presented in it is accurate after the publication date. This
document is intended for information purposes only. GROUP Business Software AG does not
extend warranty for this document, in either explicit or implied form. This also applies to quality,
execution, standard commercial practice or suitability for a particular purpose. All the product
and company names that appear in this document may be trademarks of their respective

owners.

GROUP Business Software AG GROUP Business Software Corporation
MesseTurm 40 Wall Street, 33rd Floor

60308 Frankfurt / Germany New York, NY 10005 / USA

Phone: +49 69 789 8819-0 Phone: +1 212 995-2900

Fax: +4969 789 8819-99 Fax: +1212995-2206

GROUP Business Software AG GROUP Business Software (UK) Ltd.
Ottostrasse 4 3 More London Riverside

76227 Karlsruhe / Germany London SE1 2RE / UK

Phone: +49 721 4901-0 Phone: +44 207 206 0001

Fax: +497214901-199
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